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Abstract --In this paper we propose a semi-blind
watermarking scheme using Discrete Wavelet
Transform and Singular Value Decomposition for
copyright protection. We used a gray scale image as
a watermark to hide in another gray scale image as
a cover image. The cover image is modified (Zig-
Zag) and divided to number of blocks of size n x n.
We find the spatial frequency of each block and kept
a threshold on this spatial frequency to form a
reference image. Then the reference image is
transformed into wavelet domain. We hide the
watermark into reference image by modifying the
singular values of reference image with the singular
values of watermark. The proposed algorithm
provides a good imperceptibility and robust for
various attacks.
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, Reference image.

1. INTRODUCTION

Digital watermarking is the process of hiding
information into an image. The hiding
information (a still image, Audio or Video) is
called the watermark. The image, which is having
hiding information, is called watermarked image.
That can identify where the image came from or
who has rights on it. In some watermarking
schemes, a Watermarked image has a logo or
some other information hindered into the image so

that it is readily visible. However, these
watermarks can be easily corrupted or removed
using

simple image processing techniques. Other

schemes use invisible watermarking, in which the
information is virtually invisible after it is
embedded. Watermark embedding can be
achieved in a number of different ways. Some
techniques embed a binary pattern into the spatial
domain of an image. Usually, the information can
be embedded while taking into account which
areas of the original image can hold more

information while remaining undetectable [1,2].
The watermark is embedded by directly
modifying pixel values in the spatial domain.

Laxmi.V
PG student
AITAM college of engineering
tekkali,srikakulam,A.P,INDIA

Rajesh Kumar.P
Associate Professor
Department of ECE

AU college of engineering

Correlation based approach [3,4] is another spatial
domain technique in which the watermark is
converted to a PN sequence which is then
weighted and added to the host image with a gain
factor k. For detection, the watermark image is
correlated  with the  watermark  image.
Watermarking in transform domain is secure and
robust to various attacks. The Fractional Fourier
Transform (FrFt) cnbe wused for digital
watermarking  [5,6,7,8]. Digital  Image
watermarking algorithms using Discrete Wavelet
Transform (DWT) [10,11], Singular Value
Decomposition (SVD) [12,13,14] are available in
the literature. It is possible to have hybrid
domains and transforms available in the literature.
Some of those were DCT — SVD [17], [DWT-
SVD [18], DWT-DCT[19]. The basic philosophy
in majority of the transform domain watermarking
schemes is to modify transform coefficients based
on the bits in watermark image. Watermarking
schemes usually focus on watermarking black and
white or gray scale images.

There was an existing reference water
marking schemes.

Liu et al proposed [20] a watermark
scheme, in this the original watermark is
transformed in to one level DWT and then all high
frequency bands(detailed) made to zero. Then
they made the inverse transform. After that they
compared the original and transformed images
and found the location to embed the watermark.
The watermark was a random sequence generated
by seed point.

In another reference watermarking [21],
the original image decomposed into three levels
by using a DWT. The authors select one sub-band
and it was decomposed for one level by using
DWT. The authors set a threshold on directive
contrast. Then they find the directive contrast
between approximate band  with other detail
bands. By comparing the calculated directive
contrast with the threshold value they set the
detail bands to zero. They used the image (logo)
as a watermark instead of a random sequence.
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In this paper we proposed a semi-blind
reference watermarking scheme using DWT-SVD
technique. This technique is provided a good
imperceptibility and high robustness to various
imaging processing attacks. The rest of the paper
is organized as follows: Section 2 contains our
proposed watermark embedding and extraction
algorithms, section 3 experimental results
followed by conclusions in Section 4.

A. Spatial Frequency

Spatial frequency measures the overall
activity level in an image [9]. For an image block
13 of size M * N, the spatial frequency is defined
as:

I1. PROPOSED ALGORITHM
A. Watermark Embedding

SF = +/RF® + CF? (1)
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Where RF and CF are the row and column

frequencies and are defined as:
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The Watermark Embedding Procedure as Shown in Figure 1(a)

Host Image Segmentation Blocks of size Significant Reference DWT S VD
using Zig Zag P1x P2 blocks Image i
Watermark SVD _ Embedding
Image i Process
Watermarked Map blocks in to Blocks of size Watermarked IDWT ISVD
Image 4 their original n P1x P2 '  reference image
position

Figure 1(a)

First, the original image is segmented into
blocks of size p; x p, via ZIG ZAG sequence
denoted by F', where 1 is the number of blocks.
Stepl: Find out the spatial frequency in each
block , denoted by SFl.
Step2: Spatial frequencies of each block are
stored in descending order. Then make a
threshold on spatial frequency. Those blocks,
which have spatial frequency less than or equal
to threshold, are considered as significant blocks
and are used for making reference image, Fr
which is a size of m x n.
Step3:Perform DWT on the reference image,
which is denoted by fi.s.
Step4: Consider f.s HL band and Perform SVD
transform as shown in equation (2).
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Step5: Perform SVD on watermark image as
shown in equation (3).
W = Ly >y W &y
Step6: Modify the single values of reference
image with the singular values of watermark as
l:i;.f'rn.f:r = a.fvn,"-l-. -'I:'-i W
Where B gives the watermark depth.
Step7: Perform inverse SVD,
fr;:r = Ulr'l‘if * S:’::ref * 1?:=_F {4‘:]
Step8: Perform inverse DWT to construct the
modified reference image, denoted by fizs.

Again fizr is segmented into blocks of size p; x

p2 and mapped onto their original positions for
constructing the watermarked image.
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B. Watermark Extraction

The Watermark Extraction Procedure as Shown in Figure 1(b)
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Watermarked Segmentation Blocks of size Positions of Reference DWT S VD
image ig using Zig Zag d P1 x P2 & Significant (V] Image g >
blacks
Watermark SVD = Extraction N Extracted
Image ” Process watermark image
Figure 1(b)

The objective of the watermark extraction is to
obtain the estimate of the watermark. For
watermark extraction, original reference and
watermarked images, left and right singular
vectors must be available at the receiver end.

Stepl: Using the positions of significant blocks,
make the reference image from the watermarked
image, denoted by Fi{.

Step2: Perform DWT on ,.F'r“éf- and original
reference image, which is denoted by g

and fer.

Step3: Perform SVD transform on both f;

and £, .

Frep = Uppes Hsfwfgl‘:fz;fs_f (5)
C = P e W o T
-f:fﬂe_f - wfnwf ’ SPF"EI : L‘["l'r_‘fl"rqfl' EE:[

Step4: Extract the singular values of the
watermark
e = Gy

Fl = rE TE
= : (7)

Step5: Obtain the extracted watermark as
WEsE = .= S,'f:”ﬁ': V“I__ (&)

III. RESULT ANALYSIS

The algorithms discussed in the above section
have been implemented in MATLAB for the
gray scale Boat, Mandrill, Lena and Peppers
images of size 512 x 512. For watermark,
copyright gray scale image of size 128 x 128
was used. In our experiment, the size of blocks
is taken to be 8 x 8. The Peak Signal to Noise
Ratio (PSNR) is the metric for imperceptibility.

PSNR = 20log == db

rms is root mean square value between the
original cover image and watermarked image.
255 is the height gray level value.

The normalized cross correlation is the
metric for robustness. The test images,
watermarked images and the corresponding
PSNR values are showed in table -1. The
original watermark and the extracted watermark
(without applying attacks) images and
normalized cross correlation values are shown
in table 2. We investigate the robustness of the
algorithm by considering Average filtering,
Median filtering, Compression, Cropping,
Gaussian noise, Histogram Equalization, Resize,
Rotate, Pixilation, Sharpening, wrapping and
motion blur attacks. After these attacks on the
watermarked image, we have compared the
extracted watermarks with the original one. The
most common manipulation in digital image is
filtering. The watermark is extracted after
applying 13x13 averaging filtering and median
filtering are shown in figure-2 and figure-3
respectively. To verify the robustness of the
watermarking scheme, another measure is noise
addition. In real life, the degradation and
distortion of the image come from noise
addition. In our experiment, we have added 75%
additive Gaussian noise in the watermarked
image. The extracted watermark is shown in
figure-4. In real life applications, storage and
transmission of digital data, a lossy coding
operation is often performed on the data to
reduce the memory and increase efficiency.
Hence we have also tested our algorithms for
the JPEG compression (80:1) and the extracted
watermark is shown in figure-5. We have also
tested our algorithms for rotation, cropping, and
resizing attacks. Cropping is very frequently
used action on images, and result for cropping is
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shown in figure-6. For resizing, first we reduce
the size of image to 128x128 and again carried
back to original size 512x512. The result is
shown in figure-7. For rotation, result for 50° is
shown in figure-8. Pixilation (mosaic) is
another disturbing operation on watermarked
image to eliminate or destroying the watermark.
The corresponding result of pixilation-3 is
shown in figure-9. For wrapping is a 3D- effect
on watermarked image and the result is shown
in figure-10. Simultaneously  histogram
equalization, sharpening and  contrast
adjustment attacks are performed. . The
watermarked image is exposed for histogram
equalization attack and the result is shown in
figure-11.  Motion blur is another attack on
watermarked image and the result is shown in
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figure-12.  For sharpening we increase the
sharpness of watermarked image by a factor
100. The result is shown in figure-13. To
verify the presence of watermark the correlation
coefficient between original and extracted
watermarks is given by below equation. The
corresponding attacked images and extracted
watermark images with NCC values as shown in
table-3 and table-4 respectively.

i e A A BB
o Zr W= A1 3T Il B =T
Where, p is the normalized cross correlation.
‘A’ is the original watermark image. B is the
extracted watermark image. A Is the mean of

original watermark and B is the mean of the
extracted watermark image.

p:

PSNR = 45.35

PSNR =44.45

PSNR =45.06 PSNR = 44.30
watermarked images
TABLE — 1: ORIGINAL COVER IMAGES AND WATERMARKED IMAGES
Watermark image NCC = 0.9981 NCC = 0.9970 NCC = 0.9951 NCC = 0.9966
TABLE -2 : EXTRACTED WATERMARKS FROM BOAT, LENA, MANDRILL AND PEPPERS
(WITHOUT ATTACKS)
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Figure-2 Average Filtering | Figure-3 Median Filtering | Figure-4 Additive Gaussian Figure-5 JPEG
noise ______compression

Figure-6 Cropping Figure-7 Resizing Figure-8 Rotation Figure-9 Pixilation 3

Figure-10 Wrapping Figure-11 Histogram Figure-12 Motion blur Figure-13 Sharpening
equalization

TABLE -3: SHOWING VARIOUS ATTACKS ON WATERMARKED IMAGE

Average Median Filtering Additive JPEG Cropping Resizing
Filtering Gaussian noise compression
ol ol - — X T -]

Rotation Pixilation Wrapping Histogram Motion blur Sharpening
equalization
TABLE —4: EXTRACTED WATERMARKS FROM VARIOUS ATTACKS WITH NCC VALUES
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TABLE -5: COMPARISON OF NORMALIZED CROSS CORRELATION VALUES WITH EXISTING METHOD

Normalized cross correlation values (p)
Attacks Existing method(ref 21) Proposed Method
Pepper Pirate Pepper Pirate
Average Filtering (13 x 3) -0.3696 -0.6209 -0.3693 -0.4074
Median Filtering (13 x 13) -0.3233 -0.5636 -0.2186 -0.1962
Additive Gaussian Noise (75%) 0.2843 0.5604 0.4434 0.4303
JPEG compression (80:1) 0.9922 0.9829 0.9633 0.9466
Cropping (25% area remaining) 0.3840 -0.2492 0.8434 0.7481
Resizing (512 -> 128 -> 512) 0.5648 0.0326 -0.080 -0.1588
. -
Rotation (&3+) 0.3309 0.6297 0.8456 0.7688
Pixilation 2 -0.0551 -0.4526 0.0124 -0.1447
Wrapping 0.4834 0.0443 -0.7378 -0.5135
Histogram equalization 0.8620 0.8464 0.9284 0.9178
Motion blur -0.3280 -0.5601 -0.5767 -0.6482
Sharpening ( 100) 0.6784 0.7395 0.5096 0.4666
Contrast (50% increased) 0.7577 0.7690 0.9066 0.8703
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